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The Honorable William H. Webster S4LT
Director, Central Intelligence Agency :

JUN 14 1388

Attention: Director, External Affairs
Dear Mr. Webster:

Enclosed are 10 copies of our draft report to the Chairman
and Ranking Minority Member of the House Foreign Affairs
Committee, entitled ARMS CONTROL AND DISARMAMENT AGENCY:
Improvements Needed To Protect Compartmented Information
(code 464126) for your Agency's review and comment.

We ask that you provide comments to us within 30 days of .
the date of this letter. As you know, 31 U.S.C. 718 (b)
limits the period of time for comment on this report to 30 .
days from the date of this letter unless the Comptroller
"General grants an extension after the head of the agency
shows (1) that a longer period is necessary and (2) that an
extension is likely to result in improvement to the
accuracy of the report. We would prefer written comments,
but oral comments are acceptable, provided your designee
speaks officially for the Agency. Please have your
representative inform Mr. Albert H. Huntington, ITI, Group
Director (557-1469), within 15 days of the date of this
letter, whether written comments will be provided. If they
will not be provided, a meeting can be arranged to obtain
oral comments before the end of the 3¢0-day period.

We call your attention to the notice stamped on the cover
of the draft report regarding limitations on the use of the
draft report and the need for safeguards to prevent its
premature or unauthorized use.

We have assigned the preliminary overall security clas-
sification of CONFIDENTIAL based on the level of security
of documents furnished us during our review. We would
appreciate your staff reviewing the security classification
of the draft report and providing us the results of the

UPON. REMOVAL OF ENCLOSURE THiS .
- - DOCUMENT BECOMES UNCLASSIFIED.

~CONMBENTHAL—
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security review within 15 days from ‘the date of this : ﬁ
-letter. In your rev1ew, please identify the specific
phrases and flgures that are classified.

We have also requested comments on this draft report from
the Arms Control and Disarmament Agency and the Department
of State. If you desire further information, please

contact Mary Quinlan, Evaluator in- Charge, on 557-1524, or
Mr. Huntlngton. -

Sincerely yours,

v SRy

Frank C. Conahan .
Assistant Comptroller- General B

Enclosures - 10

e e

UNCLASSEED
o
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GLAO | | United States General Accounting Office
- Dratt Report

ARMS CONTROL AND

'DISARMAMENT AGENCY:
Improvements Needed to Protect
Compartmented Information

Notice: This draft report is being provided to

. raft . obtain advance review and comment
’fgug ﬂI;Ci al %Jssgesm(:ted from those with responsibility for the

subjects it discusses. It has not been
fully reviewed within GAO and is, -
therefore, subject to révision.

Recipients of this draft must not,
under any circumstances, show or
release its contents for purposes other
than official review and comment. It
must be safeguarded to prevent
publication or other improper
disclosure of the information it .
contains. This draft and all copies of it
remain the property of, and must be
returned on demand to, the General
Accounting Office.

OG .
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The Honorable: Dante B. Fascell :
Chairman :

| ' Committee on Foreign Affairs
House of Representatives
The Honorable William S. Broomfield
Ranking Minority Member 3
Committee on Foreign Affairs
House of Representatives

5

In June 1987, you requesféd thaﬁ we review the Arms Controi
and Disarmament Agency's (ACDA) compliance with>statutés,
executive orders, reguiaticns;'and othef applicable laws
gdverning the protection of classified information. In
this report; we diécuss ACDA's éontrol of classified
documents containing sensitive éompartmented information
(SCI) at its Sensitive Cqmpértmented'Information Facility
(SCIF) in its Washington, D.C.,'headquarters office. The
results of our evaluation of ACDA procedures for protectlng

other national security 1nformat10n w1ll be prov1ded s

separately.

Overall, we found that ACDA can not account for certain

storing SCI] as required by the Director of Central

SCI documents and that the SCIF may not be certified for
| .
| Intelligence.

|

| _

National interests oftén require that cé:tain infbrmation‘
concerning nétional defensé»and foreign relations be

_ protected.from unauthorized disclosure. Much of the
information considered importaht to national security

interests is classified as top secret, secret, or’

COFDENTL  DRAFT
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cénfidential. Some informétion pertainihg to intelligence
‘activities and inteliigence‘sources and methods is
considered particularly sensitive and fequires more
restricted:access-and phyéical.proteétion. 'This more
'sensitive/information is categorized into compartménts and
is referred to as‘SCI, or codeword. Pﬁréuant to préVisions
of the National Security Act of 1947 énd Executive Ofdér
12333, the Director of Cenﬁral Intelligence has estéblished
policies and procedures for's;oting and controlling SCI

documents.

DOCUMENT ACCOUNTABILITY
AND CONTROL PROBLEMS

Having.access'tq SCIvis important ﬁo,ACDA in its role as
adviSOr on arms control and disarmament matters. Along
with access to SCI goes the respon51b111ty for safeguardlng
it, to 1nclude 1nd1v1dual document control according to

directives issued by the Director of Central Intelligence,

We reviewed ACDA'S procedures for contrblling certéin

docﬁments from three categories (compartments) of speciél

acceésvinformation. For each of these categoriés, ACDA

maintains separate, controlled-document logs or registers.
~ To determine whétﬁer the documents recorded on the.logs

‘ (
‘were in the files, we randomly selected 209 active log

entries, out of an estimated 7,600, from the three

CONFIDENTIAL - DRAFT
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,categories.- This'sample represented 237 documents

received from 1982 through 1987.

In February 1988 we asked ACbA staff to find tne sample

documents. As of the end ot March‘1988; when we completed

work at the SCIF, ACDA officials had not been abie to

locate over one-fourth (28 percent) of'tbe sample.r

However, since that time, ACDAdofficials told us that

‘ . during their normal activitiesrof filing and retrieving'
documents, they had located three more documents from our

sample.

ACDA officials told us that theY'believed.some of the
documents we asked for could not be 1ocated because they
might have been destroyed w1thout it belng annotated in the -
logs, as required. They also told us that they belleved
many, if not 511, of the other documents were in the files

but could not be'readily located.

A major_shortcoming in ACDA;s document control system is
that SCI mater1a1 is filed accord1ng to subject rather than
by document number or date. Therefore, materlal'from
’seyeral compartments could be in the same subject file, and__,
a given document could ‘be 1n a number of files. ACDA's
~logs do not prov1de a cross reference to a speciflc

-subject f11e and the safe and drawer in wh1ch a document

CONDENIL ~ DRAFT
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is supposed to be, thereby‘makino individual documents
more difficult to find. nACDA officials often had to use a
general description or title in the log to guess where a
document wasi _As a result of this trial and error process,
they were sometimes unable to locate a document within a

reasonable time.

STATE DEPARTMENT NOT
EXERCISING OVERSIGHT

The State Department is required by law.tobprovide all
administrative support to ACDA.l State's.Assistant
Secretary'for Intelligence and Research, a Senior
Intelligence Offioer‘(SIO)'invthe'intelligence community,
is responsible for securityro&ersight of and support forx
ACDA relating to SCI materiall Accordingly, the State
Department has provided a facility to store ACDA's SCI.
State'spoversight responsibilities also include ensuring
that the facility meets specified security reqUirements and
that ACDA is handling SCI properly. Based on our review,
State has not provided sufficient overs1ght and control to

ensure that the ACDA SCIF meets applicable requ1rements.

A Director of Central Intelligence directive concerning ,
physical standards for storing SCI stipulates that all SCI

storage facilities be accredited, that is, certified that

\

larms Control and_Disarmament Act of 1961 (22 U.S.C. 2581).

4

COFDENTL ~ DRAFT
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they meet presCribed standards before being used to store
SCI. Further, the facilities are required to bedinspected‘

. every 2 years to certify compliance with the directive.

The State Department Bureau of intelligence and Research
SIO could not prodnce documentation showing that'the SCIF
had ever been accredlted He stated that h1s offlce lacked
suff1c1ent resources to develop the necessary accredltatlon
paperwork. _However, he»could not explain why there,was no
certificationvar the period-prior tb'his arrival in 1985,
vNevertheless, he told us that he believed the SCIF net the
requ1red physical standards, and in late February 1988, he-

. wrote us a memorandum statlng this.

In addition, according to a SCI security policy‘mannai;-the
State Department is required to conduetvperiodic revieWS.ef
.ACDA's SCI to ensureithat'propervaccountability is being
maintained. The State.SIO could not furnish us any
evidence that the required reviews had been done.

However, the SIO said he had frequently visited the SCIF to

-informally monitor procedural security requirements.

|
Similar findings were reported by the ActingvDirector of - 4 l
|

Central Intelligence in a March 1987 report based on a

CONDENTAL  DRAFT

\ Declassified and Approved For Release 2012/12/24 : CIA-RDP90M0O0005R001100070004-4 o



' AALIFImE el
. IAl?DP90M00005R0011000700044
! Declassified and Approved For Relea§.e"2(). gﬂ '242'4‘ HCL wa P E

.

survey of ACDA security procedures.z' The survey team found
‘ A that the SCIF had not been accredited‘and that’the State
‘ | SIO had not exercised adequate security over51ght and
support.. The report recommended that State prov1de ACDA
the required security oversight and support-'provide
standard procedures for using, handllng, and storing SCI
material; and conduct periodlc compliance 1nspect10ns. In
hisiletter transmitting the report to ACDA,:the‘Acting
Director requested that the State SIO report to him w1th1n

6 months (by September 1987) on State S 1mp1ementation of

the recommendations.

In April 1987, the Director, ACDA, requested that State's
Assistant Secretary, Intelligence and Research;iassist in
implementing the report's~recommendations. In a Mav 1987
response, the Assistant Secretary said that the SIO would
contact ACDA to address security oversight and support ofv
the SCIF. According to ACDA officials, the SIS' has not

contacted them.

As of June 1988, the State SIO had not prov1ded a response
to the survey report. An official in State's Bureau of

Intelligence and Research said that State did not have

Ve
2The survey was conducted by security officials from the
Central Intelligence Agency, National Security Agency, and
o State Department because of allegations of possible.
security problems at ACDA.

COFDENTL  DRAFT

Declassified and‘Approved For Release 2012/12/24 : CIA-RDP90M00005R001100070004-4




- ' Rr?n& 13611-\2%.2./-54 CIA- RDP9OM00005R001100070004 4 r=
) A d For Release T
Declassified and ppreve LT IAL ul\HE ,§

sufficient resources to act on the recommendations. In
addition, the State official said that the SCI? is
scheduled for renovation. At that time, some of the
'recommendatlons concernlng the SCIF's phys1ca1 arrangements

could be implemented.

CONCLUSIONS AND RECOMMENDATIONS

ACDA's\system>of SCI‘aecountability andvcontrol'needs
impro#emeht.v ACDA's ‘inability to locate a largevpercentage
of our samplefof‘controlled documents demonstrates poor .
‘administrative controls. Efforts should be_made to
account for these documents and others under ACDA's
control. iFurther, the State Department has neither
fulfilled its tesponsibility to. have ACDA's storage
facility accredlted nor exerc1sed its over51ght role by

evaluatlng the adequacy of the document control procedures

being used.

To ensure that SCI is adequately accounted‘for, we

recommend that the Director, ACDA, inititate the.folloWing

actions: |

- Establish formal, written procedures reQuiring, at a
minimum, log notations as to a document's speeific

'

location.

-= Conduct an inventory of all SCI documents in ACDA's

possession to determine what ACDA should be accountable

COM rlUE\i!AL o DRAFT
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for and to identify what documents may be missing. 1If
documents cannot be accounted for, an assessment should
be made as to the likelihood that a breach of national

security occurred.

We also recommend that the Secretary of Statevcorrect'the
: ‘ deficiencies identified in the 1§87 joint survey of ACDA's
security policies and procédurés; including obtainihg the
proper SCIF‘accreditation ahd providfng ACDA the'necessary
administrétiyé support and security services to ensure that

SCI material is protected and accounted for in accordance

with regulations.

OBJECTIVES, -SCOPE, AND
METHODOLOGY"

To unde;stand the requiremenﬁs governing the control and
protectioh of SCI, we reviewed statutes, executlve orders,_
Dlrector of Central Intelllgence and State Department
regulations, and ACDA procedures. We also discussed these
requireménts with cognizant ACDA, State, and Central

Intqlligence Agency officials.

We focused our efforts on ACDA's accounfability for
controlled documehts and Statefs compliance with its
administrative and security oversight responsibilitiesﬂg
pertainihg to the SCIF. We randomly selected 209 log

entries (out of an estimated 7,600)'dating from 1982

o -
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Declassified and Approved For Release 2012/12/24 : CIA-RDP90MO0005R001100070004-4 .



‘ : ﬁr\a Y e LR
. Declassified and Approved For Release' 2012/12/24 : CIA- RDP90M00005R001 1000700.04"4 .
MU UL THL - BN G

e
through 1987 from three categories of special access
information to determine.whether listéd documents were in
the files. 'In addition, wé”réviewed the status of State's
fesponse to the joint intelligence agencies" survey team's o
1987 findihgsband implementation of éertain recbmmendations

regarding the SCIF.
 Our review was. conducted between December 1987 and»April
1988 in accordance with genérally accepted govefnment

auditing standards.

|

|

| _

| Sincerel

| incerely yours,
‘ |
\

Frank C. Conahan
- Assistant Comptroller General

(464126)

CC:"“BE;'{%%’" B DRA;F;'_
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